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Agenda

e Why the F-Interop project?

e Online remote interoperability testing requirements

e F-Interop platform architecture and components

e Current status of F-Interop platform

e Remote interoperability testing in practice with F-Interop
e F-Interop achievements and next steps
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Interoperability testing

“The purpose of interoperability testing is to prove that end-to-end
functionality between (at least) two communicating systems is as
required by the standard(s) on which those systems are based.”

https://portal.etsi.org/Services/CentreforTestingInteroperability/ETSIApproach/InteroperabilityTesting.aspx
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State of the Art: Face-to-Face Events

Similar requirements ersir S\
from all SDOs: \ ¥

Face-to-Face interop events

Goals of these events:

* Make better standards

* Reduced time-to-market
* Increase adoption

o WC

Example: ETSI plugtests

* 6TIiSCH: Jul'l5, Feb’16, Jul'l6

* oneM2M: Sep’15, May’16, Nov’16

e CoAP: Mar’12, Nov’12, Nov’13, Mar’14

© All rights reserved
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In practice, attended by large companies working on standardization &

product development

standardization

Face-to-Face events I I I I

Online/remote events

Inclusive of SMEs, more standards-based products on the market, faster ©

User Conference on s’ UNIVERSITE DL‘RS
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loT standards and technologies evolve fast

1 nstz;strear:;:n U Automated
C()L:‘)INIE:;SE b= Node-RED Ul Generation
WoT-a-Mashup Web Applications
Physical Mashups
Social Networks APl Tokens TLS DTLS
Layer 3 Delegated 3 -
SHARE Authentication OoAuth - PKI
Social WoT Encryption
REST Crawler wWeb Thing Model RDFa
Layer 2 HATEOAS Search engines JSON-LD
FIND Linik Header R R Linked Data
Semantic Web mDINS
SONMN REST API
Layer | HTML J WebSockets HTTP
ACCESS wWeb Hooks Proxy MOTT
URI / URL Gateway Q CoAP
NFC SLowPA N T hread Ethernet wWi-Fi
R N
Networked Q ) Beacon's Bluetooth ZigBee 3/4/5 G
e | e N

Source: Building the Web of Things: bookwebofthings.io
Creative Commons Attribution 4.0
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Leveraging from European testbeds

32 testbeds, 4755 nodes
e Fed4FIRE

(www.fed4fire.eu/testbeds)

[l : Fed4FIRE testbeds
’ : Onelab testbeds |
A O : loT Lab testbeds =

« 24 testbeds = m e = AR

« ~1000 nodes : e G R N
* Onelab P R “U’T;“‘Lm:‘

(onelab.eu) ® . . S e :&mﬂ“"{‘“w

* Includes 6 loT-lab deployments e
(including 2728 loT nodes) g 9. >
* loTlab e %ﬁ w'“"

(www.iotlab.eu)

User Conference on
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F-Interop actors and components

Test Test
Descriptions Implementations

Testbeds loT devices

F-Interop-Platform

F-Interop-User

2
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Gathering requirements

h 4

IUT 1- CoAP
server

1UT 2- CoAP.
’

testbed

testbed

£

F-Interop [ ] (J -
-co
HIaeRT J client
/ s
—
F-Intero
F-Interop o P
User 2

a) Testbed interoperability session. b) “Remote IUT vs testsbed IUT” interoperability session.

@
\=

(4
=/

F-Interop User 1 F-Interop User 2

b) Remote interop over the internet.

ETSI
Plugtests
tests
specification =~

L A s s e

Interoperability
tests

best practices
documents

APt Z e e,
IS AL A S 0

Testing tools

used o
during \

plugtests

6\

lrrzéa— "RENNESY

12



1St
stage

2nd
stage

3rd
stage

4th
stage

Methodology for deriving F- Interop -Platform requirements

" CoAP/OneM2M interop/conformance testing = FBTISCH T , Performance& ™~ \ Energy """
online . interop/conformance Scalability testing efficiency
conform remote interopg RN testing Passive Analyzer testing

System

test PoC
test Po 6TiSCHplugtests tests

specification

1

1

1

1

1

1

1 Network \A
I emulation

1

1 Active Protocol
: \. Emulator
1

1

1

1

1UT : Implementation Under Test

CoAP plugtests tests
specification

Consumption

Estimator

&\

F-Interop User/Contributor needs by test types

Fl-Use
FI-User and FI-Contributor

Fl-User and FI-Contributor needs for COAP/OneM2M tests needs for 6TISCH remote tests

rand Fl-

FI-User and Fl-Contributor needs Contributor needs

for perf & scalability testing for energy
efficiency testing

DERIVING
A 4

F-Interop Platform Requirements

F-Interop References to
Platform Priority FI-UN and FI- Scope Description
Requirement CN

ORDERING, CONSISTENCY CHECK
A 4

[ Final F-Interop Platform Requirements L -
z2ea— RENN

ES
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Platform requirements

F-Interop-Platform requirements

For complete list see https://www.f-interop.eu/index.php/documents/public-deliverables

Req. Id | Field/Step Requirement Scope Requirement description Reference
FI-UN/FI-CN
Fl- Fl-Session.1 Test suites discovery and | Fl-Platform MAY provide networking compatibility and reachability | FI-UN.18,
PR.05 selection. tests adapted to the protocol testing solution and the location model | FI-UN.19
chaosen.
Fl-Platform MAY provide tools for overcoming most common
compatibility and reachability problems —e.g. port forwarding via ssh
tunneling for UDP-based test suites must be provided if Fl-User is
running his/her IUT behind a firewall that is filtering UDP traffic-
Fl- Fl-Session.1 Test suit discovery and | Fl-Platform SHOULD allow active and passive traffic analysis i.e. the
PR.06 selection use of Agents and probes installed in the IUT(s).
Fl- Fl-Session.1 Test suit discovery and | Fl-Platform SHOULD support different tools to gather network traffic
PR.0O7 selection and statistics in real-time.
Fl- Fl-Session.1 Test suites discovery and | Fl-Platform MUST provide the user with timeline control to allow the | FI-UN.22,
FPR.08 selection user to set scalability parameters for points in time relative to the | Fl.UN.23,
beginning of test when using active protocol emulators for scalability | £ yN.24
tests.

Crzia— RENN@SI
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Architecture
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Location models

Both IUT and users in
same location

Interoperability

/ | Test System

<> Dataplane
<> (Control plane
<«—> Unspecified interface

Remote user-to-user

Interoperability
Test System

ETSIT___ )
D

The Standards People

Remote single-user testing
against
automated IUT
(hosted by F-Interop)

Interoperability
Test System

Automated
IUT

© All rights reserved
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Platform architecture overview

S
o [
> [
S
a
© Testing
€ Tool
]
o .
o
o core API core API core API Core API I ﬁ
i
£
1 .
= - Testing Testing
o tool API 1= tool API

- £ ~ £ [ F-Interop core component

5 € Agent A= Agent -

9 2 89 [T Protocol specific component

g _ 2 [ User’s component
(]

User Conference on - S %
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Testing Tool architecture overview

=1 F-Interop core

Testing Tool ) .
& 1 Testing Tool specific
Test Traces Traces Packet I User’s component
Coordinator || Dissector || Analyser .pcap

y DB Router < Dataplane
& Sniffer Control ol

GUI adaptor ldsel]slelE

Not-specified

interface

| ! |
| ! |
1 = 1
: i ot 3
| Agent i ' Agent S !
L} I: 1 RN . .
Y S Ptun D \:,P-l :
g == 1! 1] 1 —_— .
1
| i :: ___________ ! User B :
T pc 1 . PC !
S L

Remote location Remote location

User Conference on
Advanced Automated Testing
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F-Interop session: Only 8 steps to get your loT device tested
User registration, authentication and authorization & IUT registration / identification
Test suites discovery and selection
Session resources description
Resource reservation
Resource provisioning, configuration and session setup
Test execution

Results analysis and reporting

Results and session configuration storage

User Conference on

, i eRSITE D 20
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The F-Interop platform

go.f-interop.eu — go! check it out!

¢ - C @ https://go.f-interop.eu t 4 0 0 © . i
? & Mydevices  @GExperimentsMap & federicosismondi@inriafr @ Logout
FINTEROP

Welcome

New test session

4yoeqpaead 09

i

F-INTEROP

Testing platform for network interop

Getting started Ongoing sessions Sessions history

o)

lrzia—~ "RENNESY 21



The F-Interop session — step O

User registration, authentication and authorization

& C & https://go.f-interop.eu/settings w 4 O 0 '

& Mydevices @ ExperimentsMap & federico.sismondi@inriafr  ® Logout

F-INTEROP

Profile
SSH Keys

Password

First Name Last Name

Federico Sismondi

Email

federico.sismondi@inria.fr

Authority

4yoeqpaad 109

Your Url

Biography
Biography

Update Profile

lrezia—~ RENN@SI 22



The F-Interop session —step 1

Test suites discovery and selection

Test suite

CoAP test suite (single user]

)

23



The F-Interop session — step 2

Test Suite Setup

Testing tool version (optional)

Test cases selection (optional, all testcases are executed by default)

Automated-IUT selection

Californiim CoAP Server -

Californium CoAP Server
August Cellars CoAP Server
CoAPthon CoAP Server
libcoap CoAP Client
aiocoap CoAP Client
Californium CoAP Client

CoAPthan CoAP Client

Crzia—~

RENN@SE
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The F-Interop session — step 3 and step4

Resource reservation and resource provisioning

™

Test suite

Configuration

2018-09-19T09:47:57.272000+00:00 -
2018-09-19T09:47:57.404422+00:00 -
2018-09-19T09:47:57.447891+00:00 -
2018-09-19T09:47:57.557542+00:00 -
2018-09-19T09:47:57.557589+00:00 -

info -
info -
info -
info -
info -

Session created locally

Deploying session

Created user at Session Orchestrator
Created session at Session Orchestrator
Session deployed

v session started

Start

lrzla— "RENN

o)

ES
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F-Interop session - Step 5
Test execution (1/3)

<« C & https://go.f-interop.eu/sessions/97e2fb49-60bd-4a04-9897-12c05¢1329¢c4

e

T-iNTERor

jing actic

& Logout

Confirm to continue

409

How does my implementation will reach other implementations?
For running the tests both implementations need to be reachable, for this
we will set up a IP tunnel (ipvé only) between both implementations under test (IUT).
The software component for setting this up is called the agent, it plays a role si:
The following doc will describe how to install and launch the agent. This componen

ar to a VPN client.
will create a tun interface in your

PC which allows you to i with other implementations, the solution goes more or less like this:
} ] + |
] 1 1Pv6-base I
| | communi ng 11
\ | | piece of software [
i IS | (e.g. coap sever) 11
] I ] ) 11
| | ] | ] + |
BC [ Packet Router i ec | i
user 1 I ] | user2 | |
i i i |
1 Agent [ | |
I I I I
| {tun mode) | o + ] |
| [ | |
i [ i i
[ s +
r_key 1 | | r_key 4
+ > & | I = *
| x_xey 3 | | r_key 2 | |
r_key_ 1 | r_key 2 | | r_key 4 | | r_key 3
1 1 | 1 1
v . Voo + v
AMQP Event Bus
r_key_le=fromAgent.agent 1 _name.ip.tun.packet.raw
More about the agent component:
[link to agent ] (hteps://gitlab. f-int eu/f- P 1 gent /bl /README . md)

roeqp

brezeca—

RENNES
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F-Interop session - Step 5
Test execution (2/3)

& c

@ https://go.f-interop.eu/sessions/97e2fb49-60bd-4a04-9897-12c05¢1329¢c4

aQa ¥« 4 0 0

& Mydevices @ DxperimenisMap & fedenico sismondi@inra i

@ Logout

Next test case to be executed

e

| Test Case I

<)

TD_COAP_CORE_01

| Test Case URL

http://doc.f-interop.eu/tests/T0_COAP_CORE 01

| Test Case Cbjective

Perform GET transaction(CON mode)

| Configuration ID

CORP_CFG_D1

n URL

| Configurati

http://doc. £-interop. eu/tests/CohP_CFG_01

| Test Case pre-conditicns |

- Server offers the resource /Lest with rescurce content is not empty that
handles GET with an arbitrary payload

Nodes

coap_server

- CoBP servers running service at [bbbb::2]:5683
- CoRP servers are requested to offer the following resources

- ftes
- Default test resource
- Should not exceed ibytes

- /meql/seq2/seqd
- Long path ressource
- Should exceed 6bytes
- fquery
- Ressource accept
- Should not exceed 6ibytes
- fseperet
= Ressource which cannot be served immediately and which cannot be acknowledged
in a piggy-backed way

lrezéca—~ RENN

E
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F-Interop session - Step 5

Test execution (3/3)

& My devices @ Experiments Map & federicosismondi@inriafr @ Logout

FiNTEROP

No messages

data packet: coap_client —> TESTING TOOL
erface:tuntd

0 a9 34 00 11 bb bb Q0
00 00 00 a0 01 bb bb 00 00 00 00
0 00 00 00 00 00 02 b6 55 16 33 00

13 01 6a 61 65 62 64 65 62 62

74 74
- —

frame timestamp | 2018-09-18 07:52:39 |
frame error | Nene |

FlowLabel=

PayloadLengt
NextHeader= 17

(User Datagram)
HopLimi

DestinationAddresss=
Bayload:
BEEL UDP ) #@#

Lengt

|
|
|
|
|
|
|
|  Sourcehddress=
|
|
|
|
|
|
|

Checisum=




F-Interop session - Step 6

Analysis of traces, verdicts and reporting (1/2)

&« (& @ https://go.f-interop.eu/sessions/97e2fb49-60bd-4a04-9897-12c05c1329c4

a * &4

& My devices

@ Experiments Map

0O 0 @ @ :

& federicosismondi@iniafr G Logout

Would you 11

to run again the test case?

I W websncke

| Test case U Jdoc. £-interop. o

| Verdict | incenclusive h L”””I
| varaies nre] | pranecice whioc comvarsarien |
| Tast casa 1o | o cone comz 01 i
| Test Purpose | Perform GET transa: n (CON mode) 1

Analysis Taol Checks:

| <Frame 3: (bbbb:izl -> bbobb::2] CoAP [CON 29546] GET

/test> Mateh: Coa? (type-0, code-1) |

Step results:

| Step D | Partial | Description [
1 | veraict 1 [
| TD_COAP_CORE_01_step_02 | | - CHECK step: postponed [
1 l 1= [
| TD_COAP_CORE_01_step_03 | | - CHECK step: postponed [

lrrzia—~ RENN

o)
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F-Interop session - Step 6

Analysis of traces, verdicts and reporting (2/2)

FiNTIRO

imeline F

& My devices

@ Experiments Mep

& federico sismondi@inria fr

@ Logout

No messages

Test suite report

| Testcase ID Verdict | Description
| TD_COAP_CORE D1 | inconclusive | premature end of conversation
| TD_COAP_CORE_D2 | inconclusive | Expected CoAP(code=66, mid=0x736a, tok=b"b’649e0d") from the server but
| | premature end of conversation
| TD_COAP_CORE_D3 | Wone | Testcase TD_COAP_CORE_03 was skipped,
| TD_COAP_CORE_D4 | Testcase TD_COAP_CORE_04 was skipped.
| TD_COAP_CORE_D5 | Testcase TD_COAP_CORE_05 was skipped.
| TD_COAP_CORE_06 | Wone | Testcase TD_COAP_CORE_06 was skipped.
| TD_CORE_CORE_D7 | Wone | Testcase TR COAE_CORE 07 was skipped.
| TD_COAE_CORE_08 | Testease TD_COAP_CORE_08 was skipped.
| TD_COAP_CORE_D3 | Testcase TD_COAP_CORE_03 was skipped.
| TD_CORP_CORE_10 | None | Testcase TD_COAP_CORE_10 was skipped.
| TD_CORP_CORE_11 | None | Testcase TD_COAP_CORE_11 was skipped.

T -
| TD_CORP_CORE_ ¥ene | Testcase TD_COAP_CORE_12 was skipped.

wihil S
| TD_COAEB_CORE_13 | None | Testcase TD_COA?_CORE_13 was skipped.

o -

| TD_CORE_CORE_14 | None | Testcase TD_COAP_CORE_14 was skipped.

lrezia—~ RENN

ES
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F-Interop session - Step 7

Session results and configuration storage

id:

status:
event:
password:
start_date:

amqp_uri:

login:
users:
end_date:
testSuite:

slice_id:

testSuiteType:

4fb09e12-0451-47f-aa07-5e63c745d23a
4fb09e12-0451-4f7f-aa07-5e63c745d23a
terminated
092bb585-aca6-486¢-8661-6f89f0104682
EZZPM2RV

29/08/2018 16:19
interoperability

amqp://7B0OWKOVB:EZZPM2RV@maq.dev.f-interop.eu:443/4fb09e12-
04571-4f7f-aa07-5e63c745d23a

7BOWKOVB
federico_sismondiojxu, myslice

http://orchestrator.dev.f-interop.eu:8181/tests/f-
interop/interoperability-coap-single-user
urn:publicid:IDN+finterop:project1+slice+testing

id:

status:
password:
start_date:

amgqp_url:

login:

nsers:

testSuiteType:

55a63a9¢-98d-4973-9101-c18fafb9c730
55a63a9d-98dd-4973-9101-¢18fafb9c730
terminated
DF34VT04

29/08/2018 11:58
interoperability

amgp://OR5X7Z5P:DF34VT04@mq.dev.f-interop.eu:443/55a63a9d-
98dd-4973-9101-c18fafb9c730

OR5X7Z5P

farderinn sismnndinivit muslice

ys
LR

UNIVERSITE DE

RENN

2

m

S

31



User Conference on E TSI‘ ”‘//// r\\\\
Advanced Automated Testing “&\\ | ///

Paris, 16-18 October 2018

me=’  Organizer: SoLUTIONS
H g : 9 " &SERVICES

F-Interop: interoperabillity
testing in practice

© All rights reserve d lrrzia~ " RENN%SE 32



User Conference on
Advanced Automated Testing

CoAP protocol use case

e What’s CoAP?
e |ETF standard for the loT, with a web approach
e client-server communications
e ~HTTP for loT but enabling asynchronous transactions

e Testing CoAP interoperability, what do we need?
e Two implementations, a client and a server
e Test specification
e Test Setup
e Demo using F-Interop (video)

ETSI77__
W\ Z

The Standards People

User Conference on

© All rights reserved Advanced Automated Testing
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CoAP defines request-response exchange pattern

Client Server

|
tommmm > Header:
| GET Token:
| |  Uri-Path:
e + Header:
| 2.05 | Token:
Payload:
Sources:

GET (T=CON, Code=0.01, MID=0x7d35)
0x20
"temperature"

2.05 Content (T=ACK, Code=2.05, MID=0x7d35)
0x20
"22.3 Cll

https://tools.ietf.org/html/rfc7252#page-104
https://tools.ietf.org/html/rfc7641#page-24

o+

o~ WN R

ETSI(__
N\ 2

The Standards People

Also enables SUSBCRIPTION to states

Observed
State

unknown

18.5 Cel

19.2 Cel

CLIENT SERVER

Actual
State

18.5 Cel

Header:
Token:
Uri-Path:
Observe:

Header:
Token:
Observe:
Max-Age:
Payload:

Header:
Token:
Observe:
Max-Age:
Payload:

19.2 Cel

GET 0x41011633
Ox4a
temperature

0 (register)

2.05 0x61451633
0xda

9

15

"18.5 Cel"

2.05 0x51457b50
Ox4a

16

15

"19.2 Cel"

Figure 3: A Client Registers and Receives One Notification of the
Current State and One of a New State upon a State Change

© All rights reserved

User Conference on
Advanced Automated Testing

Crzia— RENN@SI
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CoAP remote interop test. What do we need?

F-Interop platform

--------------------------------------------------- 1 _ F-Interop core
[ Testing Tool specific

[ User’s component

<4=)p Dataplane
<> Control plane

Not-specified

<> interface

(]
e
L
User A
PC

Remote location g UNIVERSITE DE
""""""""""""""""""""""""""" Greia-=- RENNESWI' Sl



CoAP remote interop test.

Tunneling
Packet sniffing

F-Interop platform

--------------------------------------------------- 1 _ F-Interop core

Testing Tool [ Testing Tool specific

[ User’s component

Router Data pl
4—} plane
& Sniffer

<> Control plane

Not-specified

<> interface

A

1
] 1
] 1
; 1
" 1
! |
1 Packet 1
1 1
; 1
" 1
\ 1
; 1
1

User B




CoAP remote interop test.

Tunneling
Packet sniffing
Network traces logging

F-Interop platform

--------------------------------------------------- 1 _ F-Interop core
[ Testing Tool specific

[ User’s component

.pcap
Router =) Dataplane
DE & Sniffer

<> Control plane

Not-specified

<> interface

1
1
1
1
1
Packet :
1
1
1
1
1
1

A

1

1

1

1

1

1

1

1

IPtun 7 ___> ;
_______________________ 1 1
1 1
| 1

1

1

1

1

. 1

3 1

User B



CoAP remote interop test.

Tunneling
Packet sniffing
Network traces logging
Test coordination F-Interop platform
--------------------------------------------------- F-Int
: . : _ nterop core
1 e : [ Testing Tool specific
1
1
: Test : [ User’s component
] Coordinator Packet 1
1 .pcap
: e | “> o
0 ontrol plane
: GUI adaptor : Not-specified
: | > interfzce

F-Interop Server

User B




CoAP remote interop test.

Tunneling
Packet sniffing
Network traces logging
Test coordination F-Interop platform
Network traces dissection
B ek — ettt Sttt : _ F-Interop core
: Testing Tool : [ Testing Tool specific
1
] 1
| Test Traces : [ User’s component
; Coordinator Dissector Packet 1
: Peop Router ! =) Dataplane
1 b8 & Sniffer : Control ol
0 ontrol plane
: GUl adaptor : Not-specified
; 1 # interfzce

F-Interop Server

User B

1

1

1

1

1

1

1

1

IPtun 7 ___> ;
_______________________ 1 1
1 1
| 1

1

1

1

1

. 1

3 1




CoAP remote interop test.

Tunneling

Packet sniffing

Network traces logging

Test coordination F-Interop platform
Network traces dissection

Network traces analysis
--------------------------------------------------- 1 _ F-Interop core

Testing Tool [ Testing Tool specific

[ User’s component

Test Traces Traces

Coordinator Dissector Analyser Packet
’ Router

& Sniffer
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How do we add new tests?

Test case
description
(YAML format)

Remote location

User A

F-Interop Server

F-Interop platform

Test case
script for .pcap
analysis
(python API)

N\

{@m Tool

Test Traces Traces
Coordinator Dissector Analyser
GUI adaptor

Packet
Router
& Sniffer

: F-Interop core
[ Testing Tool specific

[ User’s component

<=)p Dataplane
0 Control plane

Not-specified
interface




Under the Hood: What'’s a test?

1. Test description in human and machine language

——— ltestcase

testcase_id: TD_COAP_CORE_01_v@1l

uri : http://f-interop.paris.inria.fr/tests/TD_COAP_CORE_@1_v@1l

configuration: CoAP_configuration_BASIC

objective: Perform GET transaction(CON mode)

pre_conditions: Server offers the resource /test with resource content is not empty that handles GET with an arbitrary payload
references: '[C0AP] 5.8.1, 1.2, 2.1, 2.2, 3.1'

sequence:

- step_id: "TD_COAP_CORE_@1_v@1l_step_@1'
type: stimuli .
iut @ coap_client
description: .

- Client i? re?uested to send a GET request with I ————mm—— STIMULI EIther executed manLla”y by USER
- Type = 8(CON
- Code = 1(GET) _ Or by a automated IUT

- step_id: TD_COAP_CORE_@1_v@1_step_02 —
type: check
description:

- The request sent by the client contains

- Type=0 and Code=1

- Client-generated Message ID(\u2794 CMID)

- Client-generated Token({\u2794 CTOK) .

- Uri-Path option "test” CHECK executed automatically by Analyzer on the exchanged traces
'

- step_id: TD_COAP_CORE_@1_v@1_step_03 Bl . . .
tyneE eheck (automatically issue verdicts!)
description:

- Server sends response containing

- Code = 2,085(Content)

- Message ID = CMID, Token = CTOK

- Content-format option

- Non-empty Payload -

- step_id: TD_COAP_CORE_81_v@l_step_04 i i
it ].__>VERIFY executed manually by user! (User sends verify response using GUI)
description:

- Client displays the received information

Crzia—~ RENN@SE 42



Under the Hood: What’s a test?

2. Test analysis scripts for CHECK for conformance and interoperability errors

def run (self):

CMID
CTOK

self.next()

),

#1/usr/bin/env python3

# match stimulli
self.match_coap ("client™,

# match step 2

if self.match_coap ("server",

)):

# match step 3
self.match_coap ("server",
= Opt (CoAPOptionContentFormat()),

from ttproto.ts_coap.common import CoAPTestcase
from ttproto.ts_coap.templates import =x

class TD_COAP_CORE_©®1 (CoAPTestcase):

opt = self.uri ("/test")))

self.frame.coap["mid"]
self.frame.coap["tok"]

CoAP (
code = R
mid = CMID,
tok =CTOK,
pL = Not(b""),
CoAP (

opt
"fail™)

CoAP (type="con',

code=""get",

Crzia—~ RENN@SI
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F-Interop’s
component
Contributor's
companent
User's
COIT\PDHEI'“
4=p Control plane
i Not-specified
interface

p Data plane

Single-user interop

Session use case

Demo

Cloud Deploym

(either testbed or central server)

F-Interop Central Sewer

p—

Remote location

Remote location
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User Conference on E TSI‘ ”‘//// r\\\\
Advanced Automated Testing “&\\ | ///

Paris, 16-18 October 2018

e’ Organizer: soﬁﬁlrlllws;
: 9 " SSERVICES

F-Interop: current status
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The Standards People

CoAP interop o.neMZM
testing tool mjcerop
testing tool
CoAP server 6TiSCH
performance conformance
testing tool testing tool

- Developed by F-Interop
F-Interop-User - Developed by F-Interop contributor

WoT interop Privacy
testing tool testing tool

F-Interop-Platform

User Conference on 7 N
. 7 UNIVERSITE D 47
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6th

User Conference on ETSI7Z__\\\
Advanced Automated Testing \ ¥
The Standards People

F-Interop’s face-to-face and remote interoperability test events:

- 14-15 July 2017: ETSI #1 F-Interop 6TiSCH Interoperability Event, Prague (CZ), Inria-UR1
- 26-27 June 2018: ETSI #2 F-Interop 6TiSCH Interoperability Event, Paris : Inria —UR1
- October 2018: F-Interop CoAP Interoperability Event, Full remote, To be organized by Kereval & Inria-UR1

User Conference on
S Advanced Automated Testing
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Advanced Automated Testing “&\\ | ///

Paris, 16-18 October 2018

me=’  Organizer: SoLUTIONS
H g ¢ : 9 " &SERVICES

F-Interop: Achievements and
next steps
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User Conference on ETSI7Z__\\\
Advanced Automated Testing \ ¥
The Standards People

Achievements and next step

e F-Interop project is officially ending in November 2018

e F-Interop platform answers to the predefined needs
Platform enables full remote & online interop test execution
Tests loT implementations from companies’ premises
Feedbacks to standardization process

Shortens time-to-market for loT implementations

e Future of the F-Interop platform
e Remote online ETSI’s plugtests events?
e labelling/certification for loT protocols?
e Continuous interoperability testing! Already in the pipes!

User Conference on

. i w59
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User Conference on ETSI7T___\
Advanced Automated Testing \ ¥
The Standards People

Continuous interoperability testing

e Not ajust idea, we have running code!!
e Check out https://fedmon.fed4fire.eu/ -> F-Interop loT tests

User Conference on

, e e o 51
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https://fedmon.fed4fire.eu/

6th

User Conference on
Advanced Automated Testing

Continuous interoperability testing

Fed4FIRE Federation Monitor

‘\\\.

V4

The Standards People

@ | w-iLab.t1 |

B

@ General Info

Graphs

Table

Result #57875588  succ

Created: September 18, 2018 5:27 AM

= Test Steps

F-Interop loT tests | Result #57875588 | F-Interop Overview

Expires:

@ Ansible

coapthon-cli-vs-coapthon-server

I 1 fail

. 1 pass
B 5 inconclusive
. 2 error
N 15 skipped

/
N4

B Deta

coapthon-cli-vs-californium-server

G

B Details

B 7 inconclusive
2 error
N 15 skipped

coapthon-cli-vs—

@ Test Ansible >

F-Interop Overview £

californium-cli-vs-

September 19, 2018 8:16 AM

F-Interop Details

californium-cli-vs-contiki-server

Q

B Details

N 8 inconclusive
I 1 error
N 15 skipped

californium-cli-vs-contiki-ng-server

B 8 inconclusive
1 error
N 15 skipped

~

B Details

californium-cli-vs— coapthon-cli-vs—

B Log D History

[ Detailed Result HTML Detailed Result XML

californium-cli-vs-coapthon-server

y

I 2 fail

. 1 pass
N 5 inconclusive
I 1 error
N 15 skipped

>

B pe

californium-cli-vs-californium-server

N 8 pass
I 1 error
I 15 skipped

californium-cli-vs-

californium-cli-vs—

© All rights reserved
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Continuous interoperability testing

Test californium-cli-vs-contiki-server

TD_COAP_CORE_01

inconclusive

Description: premature end of conversation

Partial verdicts:
TD_COAP_CORE_01_step_02 | skipped
CHECK step: postponed

TD_COAP_CORE_01_step_03 | skipped
CHECK step: postponed

TD_COAP_CORE_01 step 04 pass
VERIFY step: User informed that the information was displayed
correclty on his/her IUT

tat_check_1 | pass
<Frame 3: [bbbb::1 -> bbbb::2] CoAP [CON 19418] GET /test>
Match: CoAP(type=8, code=1)

tat_check 2  inconclusive

premature end of conversation

TD_COAP_CORE_02

inconclusive

Description: Expected CoAP(code=66, mid=8x9abf,
tok=b'Y\x84\xe6\x10\xb8\x9@\xed\x15') from the

server but premature end of conversatiaon

Partial verdicts:
TD_COAP_CORE_02_step_02 | skipped
CHECK step: postponed

TD_COAP_CORE_02_step_03 | skipped
CHECK step: postponed

TD_COAP_CORE_02_step_04| pass
VERIFY step: User informed that the information was displayed
correclty on his/her TUT

tat_check_1 pa:
<Frame 4: [bbbl -> bbbb::2] CoAP [CON 39615] DELETE /test>
Match: CoAP(type=8, code=4)

tat_check_2  inconclusive

premature end of conversation

tat_check_3 | inconclusive

Expected CoAP(code=66, mid=ex9abf,
‘tok=b'Vix@4\xe6\x18\xbBAX9B\xeI\x15" ) from the server but
premature end of conversation

TD_COAP_CORE_03

inconclusive

Description: Expected CoAP(code=Any(65,68),
mid=ex988b, tok=b'‘\xed{\xlcM\xaf\xdSa\xca') from

the server but premature end of conversation

Partial verdicts:
TD_COAP_CORE_03_step_02 | skipped
CHECK step: postponed

TD_COAP_CORE_03_step_03  pass
VERIFY step: User informed that the information was displayed
correclty on his/her TUT

TD_COAP_CORE_03_step_04 | skipped
CHECK step: postponed

TD_COAP_CORE_03_step_05/| pass
VERIFY step: User informed that the information was displayed
correclty on his/her IUT

tat_check_1 | pass
<Frame 4: [bbbb::1 -> bbbb::2] CoAP [CON 37803] PUT /test>
Match: CoAP(type=8, code=3)

tat_check_2 | pass
<Frame 4: [bbbb::1 -> bbbb::2] CoAP [CON 37803] PUT /test>
Match: CoAP(opt

t(CoAPOptionContentFormat(}))

tat_check_3  inconclusive

premature end of conversation

tat_check 4 inconclusive

Expected CoAP(code=Any(85,68), mid=0x988b,
‘tok=b'\xed({\x1cM\xafixdSalxca') from the server but premature
end of conversation
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Thank you

o 6y

F-INTEROP

Contacts:

federico.sismondi@irisa.fr ; cesar.viho@irisa.fr
N s
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F-Interop’s interoperability testing tools

*  “The purpose of interoperability testing is to prove that end-to-end functionality between (at least) two communicating systems is as required by the
standard(s) on which those systems are based.” (ETSI)

e testing tools create an environment which will help the user(s) executing online and remote standard-based interoperability tests

¢ communication “tunneling” between IUTs (a VPN-like setup)
e controlled environment

* bypass UDP-blocking firewalls and other middle boxes

e coordinating the interop test
» dispatches commands to users (through GUI) based on test descriptions

* e.g. 'userl: CoAP Client is requested to send a GET request with..."

e sniffing the traffic
* generate PCAP files records

e Users can download PCAP files at the end of test session.

e dissecting the messages
* include wireshark-like view of the exchanges between implementations

* help users find problems in the messages exchanged by the implementations

e analyzing the traffic exchanged
* automatically issue PASS/FAIL/INCONCLUSIVE verdicts based on the test description
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Testing Tool architecture overview:

_ F-Interop core
[ Testing Tool specific

Testing Tool
Test Traces Traces
Coordinator Dissector Analyser
GUI adaptor

[ User’s component
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& Sniffer
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interface
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DEMAND: Survey Results — Remote vs. Face-2-face

Do you think your organization will participate more
in testing services when provided remotely?

@ Yes
® No
Maybe

REMOTE / ONLINE TESTING

Cost effective

Flexibility on location/ no need to travel
Flexibility on time, availability

Faster, repeatability

Faster standards development
Easier organization

Privacy & Confidentiality
Reliability & Quality of testing

Security

No meeting with community, no
exchange of knowledge

Complexity: remote interconnection
Instructions

No clear verdict from platform?
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